BO THONG TIN VA TRUYEN THONG CQNG HOA XA HOQI CHU NGHIA VIET NAM

CUC THONG TIN CO SO Doc lap - Tu do - Hanh phic
86: 20 /BC-TTCS Ha N¢i, ngay 26 thang 06 nam 2024
BAO CAO CHUYEN PE

Tim hiéu nén tang s6 qudc gia “Thong tin phong, chdng
toi pham sir dung cong nghé cao” ciia Trung Quoc

1. Hoan canh ra doi nén ting “Thong tin phong, chdng tdi pham sir

dung cong nghé cao” cia Trung Quoc

Niam 2020, khi cac vu lira dao chiém doat tai san qua cac hoat dong giao
dich ngan hang dién tir, thanh toan hoa don thué, dién, nudc, gid danh can bd cua
cac co quan nha nudc dé lira ddo qua dién thoai dién bién ngdy mét tinh vi va
phtrc tap, s6 luong vu 4n, sb luong ngudi dan va sd lugng tai san bi lira ngay mot
ting cao giy hoang mang va anh hudng tiéu cuc dén cudc séng ciia nguoi dan.
Qua thuc tién nghién ctru cia cac co quan, don vi chiic ning cua luc lugng cong
an Trung Qudc cho thay, ty 1é cac vu lira dao st dung céng nghé cao hoan toan co
thé duoc giam xudng néu ngudi dan duge canh bao, thong tin kip thoi, nam duoc
nhimg dién bién ctia nhitng vu 4n tuong ty da xay ra, nhitng chiéu thuc lira dao

va hanh vi pham tdi cua nhém to1 pham stir dung cong nghé cao.

Y tudng thanh 13p nén tang sé qudc gia “Thong tin phong, chdng t6i pham sir
dung cong nghé cao” ctia Trung Quéc duge dua ra tai Hoi nghi Qudc vu vién Trung
Qudc véi muyc dich nang cao hiéu qua cong tic phong, chdng toi pham st dung cong

nghé cao do Cyc Canh sat hinh sy, B Cong an Trung Qudc chu tri xay dung.!

Ngay 01/02/2021, nén tang s6 qudc gia “Thong tin phong, chdng t6i pham
str dung cong nghé cao” cia Trung Qudc chinh thic dua vao hoat dong va duoc
tich hop, lién két vao cac nén tang mang xa hoi phd bién ¢ Trung Qudc nhu
Wechat video, Sina weibo, TikTok... v&i muc dich tong hgp nhiing t6 giac hanh
vi pham tdi cta toi pham sir dung coéng nghé cao dé phan anh, thong tin téi nguoi
dan nham giam thiéu nhitng vy lira d4o sir dung cong nghé cao. Nén tang nay co

nhirng nhitng thong tin khuyén cdo voi1 dg chinh xac va do tin cdy cao tu lyc lugng
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cong an dén nguoi dan vé hanh vi pham toi cta toi pham st dung cong nghé cao;
Tiép nhan nhitng phan anh, t6 giac t6i pham nhanh ctia nguoi dan tir hién trudong;

Xéc dinh danh tinh thyc ctia nghi pham trong cac vu Itra ddo stir dung cong nghé cao.

Tinh dén thoi diém thang 9/2023, di c6 hon 200 triéu ngudi dan Trung
Qué)c cai dat ung dung nay trén cac thiét bi dién thoai st dung hé diéu hanh 10S,
nén tang nay chi dugc tim thay va cai dat tir App Store (Cira hang tmg dung cta

Apple) tai Trung Qudc, nhimg khu vuc khac khong duoc hd tro cai dit.

Véi vai tro 1a mot nén tang sb qudc gia, nén tang “Thong tin phong, chong
t6i pham st dung céng nghé cao” cia Trung Qudc 13 kénh truyén tai nhitng thong
tin, phat ngon chinh théng cua luc lugng cong an dén ngudi dan ciling nhu hé
théng cic co quan truyén théng qua nhiéu hinh thirc da dang va ndi dung thong
tin lién tuc dugc cap nhat nhu: Poan phim ghi lai cac budi thuyét trinh, tuyén
truyén ctia luc lugng cong an vé phong, chéng tdi pham st dung cong nghé cao;
Tiép nhan, xir 1y va giai quyét nhiing y kién cta nguoi dan; Phim sitcom ngan, do
hoa inforaphic, doan videoclip ghi lai qua trinh truy bat toi pham cua luyc lugng
cong an... nham kip thoi dua ra nhiing canh bao nguy hiém cho nguoi dan vé
nhitg hanh vi pham t6i phé bién ctia nhom toi pham sir dung cong nghé cao nhur:
Tin dung den trén mang; Lira ddo bang hinh thirc ban hang online; Lira gat tinh
cam, loi dung chiém doat tai san cua nhitng nguodi nhe da ca tin; Gia mao nhan
vién cham soc khach hang cua cac san thuong mai dién tu dé lura gat chiém doat
tai san; Tu vin mua ban, giao dich bat dong san, cd phiéu. ..

2. Nhirng tinh ning co ban ciia Nén tang

2.1. Phan anh hién truong

Nguoi dan c6 thé phan anh hanh vi pham ti cta t6i pham sir dung cong
ngh¢ cao tai nén tang nay nhu: Lura ddo qua dién thoai; tin nhén; cac ung dung tin
nhén trén dién thoai di dong; website; mang xa hoi; giao dich dién tu... dé moi
nguoi biét, han ché nguy co bi lira.

Tinh ning ndy cho phép nguoi dan cap nhat va cung cap diy du nhiing
thong tin 1ién quan dén su viéc can phan anh nhu: Loai hinh ltra ddo; dia diém xay

ra su viéc; miéu ta tom tat dién bién su viéc...
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1. REHIR >

Phan anh hién truwong

Lua chon hinh thire Itra dao, dién thong tin dia diém xay ra
hanh vi pham 61, miéu ta ngan gon dién bién hanh vi sau
do an "Guri y kién phan anh"
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Noi dung phdn anh, bdo dn

# Loai hinh Itra dao:
Dia diém Xay ra su viéc:

Miéu ta sur viéc:

Loai hinh lira dao (Chon mét trong nhirng loai hinh
duéi)

T.tra dao qua dién thoai:
Lira dao qua tin nhén:

Lira dao qua cac ing dung trén
dién thoai:

Lira dao qua website:

Lira dao boi ban bé quen qua
mang xa hoi

Cira so tinh nang “Phan anh hién truong”

Théng tin phan anh cta nguodi din s& duge hé théng tong hop va chuyén
dén cac don vi chirc nang lién quan theo ding tham quyén dé nam thong tin va
tién hanh diéu tra, xr 1y su viéc.

2.2. Tro' Iy bdo an

Khi co bat ct sy nghi van nao dbi véi su viée lién quan dén hanh vi ltra dao
ctia toi pham cong nghé cao, ngudi dan c6 thé truc tiép bao an thong qua tinh ning
nay dé phan anh sy viéc dén luc luong chirc nang.

Sau khi tiép nhan thong tin bao an, lyc luong chirc niang tién hanh diéu tra,
xéc thuc nhitng thong tin lién quan va moi nguoi bdo an dén tru sé 1am viéc dé
tiép tuc khai thac thong tin lién quan dén vu an.

Thong qua hé thong, ngudi dan c6 thé tryc tiép theo ddi két qua va tién do

xur Iy sy viéc cia co quan chuc nang.
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Trg ly bao an

Tro ly bdo dn

4. Chon "Lich sir bao an" ¢6 thé theo doi lich sir bao an

Chon "Quét ma bao an", quét ma QR code "Suw viéc,
vu an" dé dién noi dung thong tin lién quan dén su

viée can béo an. $BAF, 180*****x*Q1
=EETAMS >
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Vu an Trwong * bi lira Nép thanh cénm
Nguol bao an: ) v adad
S& higu gidy to& tiy than: A e dededededededededede st R D
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Vu déin Ly *Cwong bi lira Thang tin bi t.-g’.
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S6 hi¢u giay o tay thin: e

Cong an s¢€ truc liép 1ién hé va moi nguoi bao an &én tru so aé
hoan thanh thu tuc bao an

Cuea so tinh nang “Tro [y bao an”

2.3. Cugc goi canh bado

Ngay 23/6/2022, Trung tim Phong, chdng t6i pham str dung cong nghé cao
thudc Bo Cong nghiép va Cong nghé thong tin Trung Qudc st dung nén tang sd
“Thong tin phong, chdng toi pham sir dung cong nghé cao” lién két voi nhimg Tap
doan vién thong 16n cia Trung Qudc nhu: Tap doan Vién thong Trung Qudc, China
Mobile, China Unicom.... dua ra “Danh ba den”, téng hop va sang loc danh sach )
dién thoai ctia nhitng d6i twong Iira dao str dung cong nghé cao cung cap cho cac don
vi chirc nidng nham kip thoi dua ra nhitng canh bao chinh xac cho ngudi dan, nang
cao hiéu qua cong tac phong, chong t6i pham st dung cong nghé cao.
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Khi nguoi dan nhan dugce cudc goi tur s6 “96110” déng nghia voi viée ho
dang tiép nhan cudc goi tir nhitng thué bao khong dang tin cua tdi pham lira dao
da duoc dua vao “danh ba den”. Thong qua cudc goi thoai, tin nhén canh bao cua
hé thong, lyc luong cong an s& dua ra nhimg thong tin canh bao vé hanh vi pham
t6i ctia toi pham va nhing 101 khuyén dé ngudi dan biét va canh giac véi nhiing
hanh vi d6 dé tranh nhitng hau qua dang tiéc co thé xay ra.
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Cira s6 hién thi tin nhdn canh bdo tir tong dai 96110

Khi c6 bat ¢t sy nghi van nao d6i vai sy viée lién quan dén hanh vi lira dao
qua mang vién thong, ngudi dan c6 thé truc tiép goi dién dén Tong dai “96110”
dé nhan duoc tu van cia luc lugng chic ning. Trong truong hop phat hién nhiing
manh mdi, hanh vi pham t0i cua tdi pham stir dung cong nghé cao, nguoi dan ciing
c6 thé truc tiép phan 4nh va bao an qua Tong dai “96110”.

“96110” 1a Téng dai tiép nhan thong tin lién quan dén t6i pham st dung cong
nghé cao, chinh thurc ra mit va dua vao sit dung tir ngay 8/11/2019, hién da két ndi
v6i co quan cong an cta 29/34 tinh, thanh phd cta Trung Quédc voi 03 tinh ning
chinh gébm: Canh bao nguy hiém; Tu vén, phong chéng tdi pham; Phan 4nh, bao an.
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Tin nhan canh béo tir hé thong c6 ndi dung nhu sau: “Trung tdm cdanh bdo
phong, chong t3i pham quéc gia; Trung tdm canh bdo phong, chong t6i pham sir
dung cong nghé cao, Bo Cong nghiép va Cong nghé thong tin” thong bdo: Ban
dang két n6i véi sé dién thoai da cé nhitng hanh vi liva déo lién quan dén vay tién,
lam thé tin dung..., dé nghi ban ndng cao cdnh gidc, khéng dé mdc bdy ké xdu,
moi thdc mdc xin lién hé s6 dién thoai 110 hodc 961107,
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Cita s6 tin nhén canh béo liva ddo tir tong dai tin nhan “12381”
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Khi nhan duoc tin nhan tir s6 “12381” ciing dong nghia véi viéc ban dang két
nbi v6i nhitng thué bao khong dang tin cay va day ciing 13 101 nhac nho, canh bao tir
nha mang t6i ngudi dung vé nhitng hanh vi pham tdi cta tdi pham st dung cong
nghé cao.

“12381” 1a hé thdng tin nhan canh bao hanh vi pham tdi cua toi pham st
dung cong nghé cao thong qua hé thong tin nhin vién thong, ¥ tudng va cach lam
dugc dé xuat boi Bo Cong nghiép va Cong nghé thong tin Trung Qudc, chinh thirc
dua vao sir dung tir ngdy 14/7/2021 nham giri dén ngudi dan nhiing thong diép
phong, chdng toi pham str dung céng nghé cao mot cach nhanh chéng, kip thoi.
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Tinh dén nay, hé théng da phat di 10,7 triéu tin nhin canh bao dén ngudi dan véi
ty 1€ chinh x4c dat hon 60%.

2.4. Pinh danh ca nhan

Tinh ning ndy ra doi nham xéac thuc danh tinh thyc cta cha tai khoan, ngin
chan hanh vi hack tai khoan dé str dung vao muc dich xau hodc chiém doat tai san
ctia nhitng ddi tuong lira déo.
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Pinh danh ca nhan
Luru y khi xdc thuwce:
Tinh nang nay duoc xac thic "mat asi
mat" gian ti€p, vi vay moi thong tin chi
mang tinh chat tham khao, trong trudng
hop can phai doi chiéu xac thuc thi van
can phai c6 nhirng bién phap nghiép vu
khéac trong thuc té.

Nguwoi ding cé thé xem dwoc trang thai, két qua ciia

quda trinh xdc thuc dinh danh tai khoan cda nhan trong
phan lich sw xdc thuc
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Cura so hién thi trang thai xdc thuc cua so dién thoai yéu cau dinh danh ca nhdn

Tinh ning nay duogc xac thuc théng qua hinh thirc “mit doi mat” gian tiép, vi
vay moi thong tin chi mang tinh chét tham khao, trong trudng hop can phai d6i chiéu
xéc thuc trong thuc té can phai két hop thém nhiing bién phap nghiép vu khac.

3. Két qua sir dung Nén ting

Ké tir khi dua vao hoat dong dén nay, nén tang “Thong tin phong, chéng toi
pham sir dung cong nghé cao” ciia Trung Qudc dd ngin chin duoc nhimg thiét hai
16n vé tién tir nhitng vu lira dao cua tdi pham st dung céng nghé cao 1a hon 320
ty nhan dan té&; giap cho 28 triéu nguoi dan tranh khoi nhitng vu Itra ddo cua to1
pham st dung cong nghé¢ cao. Hé théng da dua ra 40,67 tri€u hiéu 1énh canh bao
phong, chdng tdi pham; tir 41,7 triéu s6 liéu nghién ctru manh mdi duoc cung cap
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béi luc luong cong an di gitip cho 61,78 triéu ngudi dan thoat khoi nhitng “bay
Itra” cua to1 pham st dung cong ngh¢ cao.

Céc co quan, don vi chirc ning da phdi hop vdi nhau dé ting cudong nhiing
bién phap doi pho, nang cao chét lugng va mirc d6 canh bao cua hé théng. Hé
théng da canh bao va ngan chan thanh cong gﬁn 1,9 ty cudc goi dién thoai Itra dao,
2,1 ty tin nhén ltra ddo, chin 2,106 triéu trang web ltra ddo.

Trung tdm Thong tin phong, chdng t0i pham qudc gia dd ra mit tai khoan
chinh thirc trén mang xa hdi phat hon 4,3 nghin videoclip véi 30 ty luot phat
quang ba cho nén tang “Thong tin phong, chdng tdi pham sir dung cong nghé cao”.
S6 lugng manh méi cac vu an dugc tiép nhan qua phan anh ctia ngudi dan 1a 14,6
tri¢u luot va 230 triéu lugt canh bao cho nguoi dan. Phat hi¢n, xir Iy 42 nghin trng
dung lira ddo trén thiét bi di dong, 3,804 triéu trang web lira ddo, 415 nghin s6
dién thoai Itra ddo xuyén bién gidi va liét vao “danh sach den dir li¢u ltra dao” cua
quéc gia.?

4. P¢ xuat, khuyén nghi

Bo Thong tin va Truyén thong d3 cung cac doanh nghiép vién thong trién
khai Téng dai 156 tiép nhan phéan anh vé cudc g01 rac, cudc goi co d4u hiéu lira
dao qua hai hinh thtic thoai va tin nhan. Tong dai 156 tong hop, dua ra black-list
(danh sach den) sb dién thoai “rac”, bao gom nhiing thué bao dién thoai khong tin
cdy, sd dién thoai “rac” do nguoi dan phan anh dén Tong dai, tir 46 Bo Thong tin
va Truyén thong phdi hop véi Bo Cong an trién khai tinh ning “Canh bao cudc
goi” thong qua tin nhin hoic cudc goi thoai tir Tong dai canh bao ngudi dan vé
hanh vi pham t0i cta toi pham st dung cong nghé cao dé nguoi dan biét, canh
giac va phong ngua.

Ngay 13/5/2024, tai Hoi thao Phong, chong lira dao trén khong gian mang
do Hiép hdi An ninh mang quéc gia t6 chirc, Ban Nghién cuu, Tu van, Phat trién
cong nghé va Hop tac qudc té ctia Hiép hoi da gidi thiéu “Phan mém phong chdng
Itra 40 cho nguoi dan, du kién dua vao st dung trong nam 2024.

Tt kinh nghi¢m tham khao ciua Trung Quéc va ké hoach hanh dong tai Viét
Nam thoi gian t6i d@é phong, chong hra dao trén khong gian mang, Cuc Thong tin
co s& dé xuat, khuyén nghi véi co quan c6 thAm quyén can thiét xdy dung mot
nén tang sé qudc gia vé phong, chéng lira ddo cho ngudi dan (nhu cach lam cua
Trung Qudc). Nén tang sir dung cong nghé sd tién tién (A, Big data...) dé kiém
tra sO dién thoai, dia chi website, sb tai khoan, quét ma doc va kiém tra ma QR...

2 Theo mps.gov.cn (Cong Théng tin dién tir ciia B¢ Cong an Trung Quoc)
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Nén tang c6 thé phat trién dya trén phin mém ctia Hiép hoi An ninh mang qudc
gia dang c6 ké hoach phat trién va tich hop voi Tong dai 156 cua Bo Thong tin va
Truyén théng. Muc tiéu chinh 13 giup ngudi dung tranh xa cac mdi nguy hiém
tiém tang trén khong gian mang, trang bi cho ngudi dan cong cu dé canh béo, phat
hién va phong ngtra Itra dao; déng thoi, nhan dién cac diu hiéu Lra dao va nang
cao k¥ nang an toan thong tin cho ngudi dan va cong dong./. |

Noi nhdn: CUC TRUONG
- B truong (de€ b/c);

- Cac Tht truong (dé blc);
- Van phong Bo;

- Vién Chién lugc TTTT;
-So TTTT cac tinh, TP;

- Lanh dao Cuc;

- Luu: VT, TML.
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